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Abstract—The proliferation of IoT devices has led to critical
security challenges, prompting the widespread adoption of cloud-
based security services. While these outsourced solutions offer
scalability, they introduce significant privacy risks through data
exfiltration and performance bottlenecks due to latency and
bandwidth constraints. We propose an insourcing model that
deploys edge agents at the network edge to deliver privacy-
preserving security services locally. Analogous to an application
store, our system allows security services to be deployed on
edge agents while maintaining isolation from sensitive data. We
address three fundamental challenges: (1) implementing privacy-
preserving service queries through oblivious request mechanisms,
(2) ensuring agile service delivery through network program
decomposition, and (3) enabling efficient traffic monitoring in
resource-constrained environments. We demonstrate the prac-
ticality of our approach through a prototype implementation,
I2SEC, which includes various security services such as virtual
patching, anomaly detection, and intrusion detection. Experimen-
tal evaluation across three public IoT datasets shows that our
edge agent achieves robust security protection while maintaining
data privacy and introducing minimal performance overhead,
making it a viable alternative to traditional cloud-based security
solutions for IoT environments.

Index Terms—IoT, Network Security, Edge, Agent

I. INTRODUCTION

The Internet of Things (IoT) ecosystem has experienced
unprecedented growth, with projections indicating over 500
trillion gigabytes of data generation and 20.4 billion con-
nected devices by 2020 [4]. While this explosive growth has
revolutionized both consumer and enterprise domains, it has
simultaneously exposed critical security vulnerabilities in the
IoT infrastructure. Recent incidents, including sophisticated
botnet attacks [9] and large-scale data breaches [10], have
highlighted the urgent need for robust security solutions in
IoT environments.

Current approaches to IoT security predominantly rely on
cloud-based outsourcing models. For instance, proposals such
as [26] enable users to delegate security management to
third-party providers for detecting coordinated attacks through
home network gateways. Similarly, IoTSec [48] leverages
SDN-NFV frameworks to implement micro-security functions
in the cloud, processing IoT traffic redirected through edge
routers. Industry solutions, including IBM Watson IoT, Intel
IoT Gateway, and open-source initiatives like Liota [8], have
integrated security tools within cloud computing services.
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The prevalence of cloud-based security solutions stems
from several inherent IoT constraints. First, IoT devices typ-
ically lack full-fledged operating systems, automated patch-
ing mechanisms, and traditional security tools due to power
consumption limitations. Second, conventional perimeter de-
fenses prove inadequate against attacks originating within IoT
networks. Third, the heterogeneity of IoT devices complicates
signature-based detection, particularly given the prevalence of
white-label manufacturing. Security Service Providers (SSPs)
address these challenges by collecting device data and imple-
menting security controls through cloud infrastructure.

However, this outsourcing paradigm introduces significant
privacy and performance limitations. The increasing volume
of sensitive data collected by IoT security services, combined
with the opacity of cloud-based processing, raises substantial
privacy concerns [12], [2]. Despite SSPs’ privacy assurances,
fundamental solutions for securing collected data remain
lacking. Moreover, cloud-based architectures face scalabil-
ity challenges in handling the volume and velocity of IoT-
generated data, resulting in bandwidth constraints and storage
management complexities.

To address these limitations, we propose a novel software-
defined security insourcing model for IoT networks. Our
approach leverages edge computing principles to preserve user
privacy while enabling efficient, localized security service
delivery. The architecture comprises two primary components:
(1) a remote Security Service Provider (SSP) that hosts and
distributes security services, and (2) a local edge environment
containing IoT devices and computational resources. This
model facilitates secure service delivery without compromis-
ing user privacy.

Our design addresses three key technical challenges:
• Privacy-preserving service queries that prevent informa-

tion leakage to semi-honest SSPs through a novel obliv-
ious query mechanism

• Agile service delivery through network program decom-
position, optimizing performance while maintaining pri-
vacy guarantees

• Efficient resource utilization in resource-constrained IoT
networks, informed by comprehensive analysis of IoT
vulnerabilities and traffic patterns

We have implemented our framework as a prototype using
the Floodlight [3] controller and I2BOX, incorporating a
Service Execution Runtime based on Docker containers and
OpenvSwitch components. Our implementation includes es-
sential security modules (virtual patching, anomaly detection,
firewall, and IDS) and demonstrates negligible performance



overhead while achieving privacy-preserving queries, agile
service delivery, and efficient flow monitoring.

This paper makes the following contributions:
• A comprehensive analysis of outsourcing limitations

in IoT security and the introduction of a novel edge
computing-inspired SDN/NFV architecture

• Development of an oblivious service query mechanism
that ensures privacy-preserving service requests

• Implementation of network security program decompo-
sition techniques that maintain service delivery agility
while preserving privacy

• Empirical insights derived from extensive analysis of IoT
vulnerabilities and traffic patterns

• A fully functional prototype implementation with thor-
ough evaluation demonstrating the effectiveness of our
approach

II. BACKGROUND

A. IoT Security Landscape

IoT security threats have grown substantially since the
original Mirai botnet attack in 2016 [9]. Subsequent studies
reveal that Mirai variants continue to compete for vulnerable
hosts, with evolving exploitation techniques and zero-day inte-
gration [30]. Beyond botnets, a large-scale firmware analysis
of 8,432 MCU-based IoT images found widespread lack of
firmware protection, N-day vulnerabilities, and rare adoption
of security mitigations [39]. These findings underscore that
IoT devices remain fundamentally difficult to secure due to
resource constraints, heterogeneous architectures, and infre-
quent patching.

B. Edge Computing and Security Agents

Edge computing enhances IoT security by executing func-
tions locally, minimizing both latency and privacy expo-
sure [19]. Building on prior work with trusted edge gate-
ways [34], LLM-powered agents now offer autonomous, ex-
plainable intrusion detection [33]. However, safely deploy-
ing them requires strict execution isolation [46]. This ur-
gency is amplified by persistent personal AI frameworks
like OpenClaw [45]. Highly autonomous agents can behave
unpredictably [21] and fundamentally shift the attack surface
by translating natural language into privileged local execu-
tion [20]. Because these local-first agents require expansive
tool access, they are highly vulnerable to malicious exploita-
tion. Consequently, these risks strongly motivate our design
of lightweight edge agents that locally orchestrate security
services while isolating privileged autonomous actions from
sensitive IoT infrastructure.

C. Enterprise IoT Security Models

Enterprise deployments increasingly adopt network isolation
strategies to contain IoT security risks. Private VPC architec-
tures enable organizations to isolate IoT traffic from public
internet exposure through dedicated network segments [15].
NIST SP 1800-36 [25] establishes guidelines for trusted IoT
device onboarding and lifecycle management, emphasizing
zero-trust principles that verify device identity before granting
network access. Network segmentation and inspection VLANs

Security Service 
Provider

Fig. 1. Outsourcing Model

provide additional defense-in-depth by isolating newly con-
nected devices for security assessment [18]. In fleet man-
agement, FMCSA and NHTSA have identified cybersecurity
risks in commercial vehicle telematics systems that connect to
CAN bus networks [32], [36], motivating edge-based security
solutions that process vehicle data locally. These enterprise
practices validate our edge agent architecture: deploying se-
curity functions at local gateways aligns with private network
isolation while maintaining centralized policy distribution
through SSPs.

D. Semi-honest Model
In the semi-honest model, adversaries follow prescribed

protocols but attempt to infer additional information from
the protocol transcript. This model is particularly relevant
to IoT security services, where a Security Service Provider
legitimately processes service requests but may attempt to
learn device types or usage patterns from query contents.
Although weaker than the malicious model, the semi-honest
model is realistic for commercial SSP relationships.

III. MOTIVATION

The proliferation of IoT device vulnerabilities, from weak
default passwords to sophisticated attacks like Mirai [9], has
made IoT security a critical concern. While numerous security
solutions have emerged, they often overlook a fundamental
issue: privacy preservation in security service delivery.

A. Privacy Challenges in IoT Security Services
Current IoT security services present a paradox: while

protecting devices from external threats, they often become
privacy threats themselves. For instance, security applications
like CM Security-AppLock & AntiVirus [6] have been found
collecting excessive personal data without clear justification.
This trend extends to enterprise solutions, as shown in Fig-
ure 1, where outsourcing models redirect sensitive data to
cloud services for security processing.

B. Limitations of Current Methodologies
As illustrated in Table I, contemporary IoT security

paradigms are constrained by several systemic challenges:
• Data Opacity: Service providers often lack transparency

regarding internal data processing workflows, which pre-
cipitates a trust deficit between end-users and infrastruc-
ture providers.
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TABLE I
EXISTING IOT SECURITY SERVICE TOOLS

Function Outsourcing Privacy of Security
Service

Encryption Access Control Flexible Security
Services

Traffic Density Device Diversity

IBM Watson IoT ! △ ! ! △
Intel IoT Gateway ! ! !

HPE IoT Gateway ! ! !

Microsoft Azure ! ! !

Cisco IoT ! ! !

Baidu IoT Hub ! ! !

Samsung Smart Home ! ! !

The KeyScaler ! ! !

Almaviva GIOTTO ! ! ! △ △
VMWare Liota △ ! ! △

OpenHAB △ ! !

Checkmark= provides property; △ = vague or partially provides property; = does not mention or provide property;

• Privacy Vulnerabilities: Conventional architectures fre-
quently necessitate data decryption for processing. This
exposes sensitive information to ”honest-but-curious” en-
tities, rendering current privacy-preserving mechanisms
inadequate.

• Network Congestion and Traffic Density: The expo-
nential growth of IoT data volumes imposes significant
strain on bandwidth and storage resources when traffic is
redirected to centralized cloud environments.

• Heterogeneity and Device Diversity: The proliferation
of heterogeneous devices operating on proprietary proto-
cols makes the implementation of a unified, comprehen-
sive security framework technically impractical.

C. Opportunities for Innovation
These limitations present two key opportunities for improve-

ment:
Edge-Based Security: Processing sensitive data locally

rather than in remote clouds enables faster threat re-
sponse through local analysis, reduced bandwidth consump-
tion through selective processing, and better privacy control
through local data containment.

Systematic Service Delivery: With 8.4 billion connected
devices expected [4], scalable security requires software-
defined services tailored to device types, automated device
identification and service deployment, and standardized inter-
faces for vendor security service integration.

Agentic Security Orchestration: The emergence of agen-
tic AI platforms for security operations—such as Palo Alto
Networks’ Cortex AgentiX [41], which automates end-to-
end security workflows trained on over one billion real-world
playbook executions—demonstrates the industry shift toward
autonomous security agents. Our edge agent architecture pro-
vides a natural deployment target for such agentic systems,
enabling autonomous threat detection and response at the
network edge while preserving data privacy through local
execution.

These observations motivate our development of a privacy-
preserving, edge-based security framework that addresses both
current limitations and emerging opportunities.Palo Alto Net-
works’

IV. SYSTEM ARCHITECTURE

A. Threat and Trust Models
Our threat model addresses three attack vectors: external

attacks targeting known IoT vulnerabilities, internal attacks
from compromised devices, and network reconnaissance via
scanning. Attackers exploit hard-coded credentials, exposed
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Fig. 2. Insourcing Model
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Fig. 3. Service Management Flow Graph

interfaces, or protocol weaknesses to compromise devices for
data exfiltration, service disruption, or DDoS campaigns.

The trust model establishes the following boundaries: the
Service Execution Runtime and security containers are trusted,
with secure channels within the local edge data plane. The
SSP operates under an honest-but-curious model, providing
legitimate services while potentially attempting to infer sensi-
tive information. Service vendors and local administrators are
trusted entities.

B. System Components
As illustrated in Figure 2, our architecture implements a

two-tier structure comprising a cloud-based Security Service
Provider (SSP) and an edge environment. The SSP maintains
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secure service repositories and signature databases, providing
service modules and security rules through encrypted chan-
nels. The edge environment consists of various IoT devices
connected through an Edge Agent that serves as the primary
security control point.

The Edge Agent, represented by the shielded box in Fig-
ure 2, orchestrates security service deployment across the local
network while maintaining secure communication with the
SSP. This distributed architecture enables efficient resource
utilization while maintaining robust security coverage.

C. Operational Workflow
The system’s operational workflow, detailed in Figure 3,

comprises three phases: Security Learning, Security Ser-
vice Deployment, and Service Management. During Security
Learning, the Edge Agent performs device discovery and clas-
sification, establishing baseline security requirements through
packet feature-based identification.

The Security Service Deployment phase implements
privacy-preserving service retrieval through encrypted queries
between the Edge Agent and SSP, followed by local decryption
and service composition. The Service Management phase
handles dynamic updates and service migration, maintaining
continuous security coverage while preserving privacy.

V. OBLIVIOUS SERVICE QUERY

Our insourcing model mitigates user and data privacy risks
by retaining sensitive data at the edge. To prevent an honest-
but-curious SSP from inferring device types or usage patterns,
we strictly limit SSP control capabilities and obfuscate device-
specific information. Synchronizing all security solutions to
the edge is impractical due to IoT scale and diversity. In-
stead, since vulnerabilities are device-specific, we leverage
packet headers [35] for anonymous device identification. By
maintaining an encrypted SSP database, we adapt Range
Query solutions to create our novel Oblivious Service Query
mechanism.

Oblivious Service Query Design The query flow between
the Edge Agent and SSP Server is illustrated in Figure 4. The
SSP Server hosts an indexed, encrypted database, enabling
privacy-preserving query processing. At the edge, the Service
Requester extracts IoT traffic packet features (e.g., ARP/LLC
protocols) and submits a query to the Query Translator. By
delegating device identification to the SSP, the edge avoids
maintaining outdated databases and requires no prior knowl-
edge of specific IoT devices or vulnerabilities, significantly
enhancing system agility. The SSP Server processes the query
over the encrypted data and returns encrypted results for edge
post-processing. The Query Translator, which uses encryption
metadata to appropriately format queries, can reside at either
the edge or the SSP Server. If hosted remotely, translation
requires a secure co-processor (e.g., Intel’s Trusted Execution
Technology).

A. Procedures for Relation Encryption and Storage
A standard Range Query is not sufficient for our system.

A query is translated into quantified values (e.g., “eid >
650′′). However, many packet features are “yes” or “no” field
(whether it contains Zigbee, HTTP/HTTPS, etc.), which are
too vague and redundant for identification and storage. Our

Query	
Translator

Query
Processor

Temp
Results

Service
Requester

Encrypted	
Security	Service

Database

Encrypted	Results

Original	Query

Meta
data

Query	over	
Encrypted	
Data

Actual	
Results

Proxy	
Server

Edge	Agent SSP	Server

Fig. 4. Query Flow Graph

relation encryption and storage processing are tailored to the
service delivery.

Relation. First, for each relation R(A1, A2, ..., An), for
example in Table II shows a relation modu of device and
service, then we store an encryption relation on SSP with:
RS(etuple, AS

1 , A
S
2 , ..., A

S
n) where the attribute etuple stores

an encrypted string that corresponds to a tuple in relation R.
Each attribute AS

i corresponds to the index for the attribute
Ai which will be used for query processing.

Then, to reduce redundant entities, we propose to use a
reduction shown in Table III. In the packet feature based device
learning procedure, we need various types of packet header
information to identify an IoT device. A reduced packet feature
table can provide a more quantifiable relation table.

Partition and Mapping. As an important feature of Range
Query, we need to partition an entity column:

partition(R.Ai = {p1, p2, ...pk}) (1)

We show a partition of Link Layer entity with a maximum
value of 200:

partition(dev.LinkLayer =

{[0, 50], (50, 100)], (100, 150)], (150, 200)]})
(2)

Any histogram construction technique can be used in this
partition, such as MaxDiff, equi-width, or equi-depth. We
use equi-width in all examples in this paper. A randomized
assignment of identifying the number for a mapping in the
future query. It constructs a basis of a range query, and we
call each partitioned bin of numbers a bucket. An example
mapping function is:

Mapdev.LinkLayer(121) = 1 (3)

Encryption. We now encrypt the data per row as it is found
preferable to encrypting by field for queries from the TPC-H
benchmark [13]. Any block cipher techniques can be used, for
instance, AES, RSA, Blowfish, etc. We show in Table V an
encrypted relation of dev. The first column is the encrypted
data. Starting from the second column, each entity is mapped
using buckets with unique numbers.

Query. A query can be done using entities as a “key” to find
a bucket of encrypted etuple which contains the right devices
and service modules needed with proper module rules. An
example range query translation is as follows:

Select Device, ModuleSet, Rule from dev where
LinkLayer > 50 is translated into:
Select etuple from devS where devS .LinkLayerS =
7 ∨ 1 ∨ 2
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TABLE II
STANDARD UNENCRYPTED DATA modu

id Device Ethernet Wi-Fi Zigbee Z-wave ... Service rid
24 IP Camera 0 0 0 1 ... Store data within 48 hrs 1
124 Printer 0 0 1 0 ... Tag HTTP traffic 22
125 IP Phone 0 0 1 1 ... Search “passwd 123456” 33

TABLE III
ENTITY REDUCTION

Ethernet Wi-Fi Zigbee Z-wave Phy Layer
0 0 0 1 1
0 0 1 0 2
0 0 1 1 3

TABLE IV
UNENCRYPTED dev

Device Phy Layer Link Layer Service
IP Camera #22 2 21 Blacklist: 10.0.0.2
Printer #30 11 35 Blacklist: time 2AM-6AM
IP Phone #35 11 121 IDS: “passwd 123456”

VI. AGILE SERVICE DELIVERY

We present a design for efficient, privacy-preserving se-
curity service delivery. IoT security services fall into two
categories: network security programs (IDS, firewall) and
firmware patches. We focus on network-based services for
their portability and non-invasive nature, as they avoid direct
interaction with devices that often cannot be taken offline.

A. Design Overview

Our key insight is that sensitive information (e.g., policy
rules, configuration files) constitutes a small fraction of the
overall service program. We separate identity-specific infor-
mation from core service modules, transmitting only essential
rules and policies to the Edge Agent while keeping local
program components immediately available for execution.

We decompose security programs into reusable modules
satisfying two requirements: maximum reusability across ser-
vices, and reliable assembly capabilities.

B. Service Delivery Architecture

As illustrated in Figures 5 and 6, our architecture decouples
services into three categories of neutral, reusable modules. To
preserve privacy and enable reusability, core operational logic
(Neutralized Modules) is strictly separated from deployment-
specific parameters and detection logic (Module Rules). Inter-
module communication occurs locally within containers, while
the I2CONTROLLER manages inter-container traffic through
OpenvSwitch using tag-based redirection.

The delivery process follows three steps: (1) Modular
Decoupling where security experts define services in modular
fashion; (2) Oblivious Service Query where edge agents
request services via the mechanism in Section V; and (3) Local
Service Composition where the system assembles modules lo-
cally following optimization principles from [22] to minimize
redundancy while preventing inference between services.

VII. EFFICIENT MONITORING

We present an efficient monitoring scheme that leverages
IoT traffic characteristics to reduce edge processing overhead.

TABLE V
ENCRYPTED dev

etuple DeviceS PhyLayerS LinkLayerS ServiceS

0111101101.. 2 2 3 3
0100010001.. 5 1 3 9
0110101011.. 7 1 1 11

Security Services
Module Rules

Neutralized
Modules

Packet Pre-
Classifier

Traffic 
Archive

Detection

Drop

Packet 
Forgery

Forensics

SSP’s site

Edge’s site

Fig. 5. Service Decoupling and Composition

A. Design Insight

IoT device monitoring requires packet-wise payload inspec-
tion to detect attacks such as command injection and hard-
coded credential exploitation. However, deep packet inspection
is computationally expensive on resource-constrained edge
agents. Drawing from IDS pre-filtering approaches [43], we
use 5-tuple filters from attack signatures to identify relevant
packet subsets, adapting this concept for efficient rerouting
within our service chain model.

B. IoT Vulnerability and Protocol Analysis

Our analysis of 46 IoT CVE vulnerabilities (CVSS >7.5)
from NVD and SecLists BugTraq [11] reveals that all are
network-based and detectable through network security ser-
vices. The vulnerable protocols (HTTP, Telnet, SIP) predomi-
nantly operate on Control Channels that manage device oper-
ations via text-based commands. In contrast, Data Streaming
Channels (e.g., RTSP, RTP) handle high-throughput media
transmission with lower vulnerability rates but higher traffic
volume. Of the 12 Control Channel protocols examined, only
three operate independently of Data Streaming—most IoT
devices require only control functionality and basic feedback.

C. Design

Based on this analysis, we implement Control/Data Stream-
ing Channel classification as the pre-classification criterion.
This yields two key benefits:

Efficient Traffic Rerouting: In multi-container chained
services, Data Streaming packets bypass security NF modules,
while Control Channel packets undergo full inspection—
dramatically reducing processing load.

5



Pre-
processing Detection Actions

1. Packet	forgery
2. Redirection
3. Alert
4. Drop
5. Archive

1. Counter
2. Signature	Search

1. Flow	Manager
2. Pre-classification

Fig. 6. Service Model

Efficient Traffic Archive: For edge-based forensics, se-
lective archival of Control Channel traffic addresses storage
challenges posed by high-volume IoT data streams.

VIII. IMPLEMENTATION

We implement I2SEC with two primary components: the
SSP and Edge sites. The SSP site consists of an HTTP-based
query system with an embedded translator and an encrypted
database of 20,000 device entities, implemented using AES
block-cipher and equi-width histogram construction [29], [42].

Security Service Provider

Peer Devices
OpenvSwitch

I2Box

Local Edge

Container

𝑰𝟐𝑪𝒐𝒏𝒕𝒓𝒐𝒍𝒍𝒆𝒓

Flow 
Manager

Device 
Learner

Service 
Requester

Migration 
Manager

NFNFNF

Fig. 7. Edge Architecture

A. Edge Site
The Edge agent implements two key components:
1) I2BOX: I2BOX functions as a physical gateway on cost-

effective hardware (Raspberry Pi, Arduino, or standard PC)
with Docker container support.

2) I2CONTROLLER: I2CONTROLLER runs in a Docker
container on I2BOX, with one instance per edge1. Built on
Floodlight, it implements: - Device Learner for IoT traffic
processing - Service Manager for deployment control - Flow
Manager for traffic routing

B. Security Services and Migration
We implement security services using Click modular router,

including signature matching, buffer overflow detection, and
DoS attack detection modules. Service migration uses flow
tagging (Data/Control Channel and Device ID) for container-
based load balancing. The Flow Manager maintains device-to-
service mappings, automatically routing traffic through Open-
vSwitch based on packet tags and container locations.

1While single-controller configuration optimizes performance, distributed
deployment remains possible

IoT Device Input Network Trace Input

Channel to SSP

SSP

Edge Site

Fig. 8. Experiment Network Topology
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IX. EVALUATION

We evaluate I2SEC through security service use cases,
system performance overhead (latency, bandwidth, CPU), and
system effectiveness in achieving our design goals.

Setup: We built a testbed and conducted real-time per-
formance measurements and trace-driven security evaluations.
Our testbed and experiment topology are as follows:

• Prototype Testbed: Our experiments run on a I2BOX
implemented on Raspberry Pi 4 Model B with Raspberry
Pi OS, supporting Docker Container and OpenvSwitch.
The device uses a 1.8 GHz quad-core ARM Cortex-A72
(BCM2711) processor with 4 GB LPDDR4 memory. The
SSP runs on a PC with 8 GB memory, operating a Python-
based encrypted database and query system.

• Network Topology: Figure 8 shows our star topology
where a I2BOX connects to SSP(PC), IoT devices, and a
trace input (PC). SSP and trace input share the same PC
and physical connection to I2BOX.

Datasets: We evaluate I2SEC using three public IoT se-
curity datasets: CIC-IoT-2023 [37] for diverse modern IoT
attacks, IoT-23 [28] for botnet and malware traffic, and Edge-
IIoTset [27] for industrial IoT traffic. Figure 9 shows the traffic
distribution across datasets.

A. Security Service Use Cases
We demonstrate two use cases. Default Password Attack

Defense: All traffic is redirected to the Edge Agent, where
a Flow Classifier pre-classifies flows, the IPClassifier verifies
addresses, and the Signature Matching module detects default

6



1 5 10 15 20 30 50
Service Rule Number

3.9

4.0

4.1

4.2

4.3

4.4

4.5
La

te
nc

y 
(m

s)

(y starts at 4)

(a) Service Latency
CIC-IoT-2023
IoT-23
Edge-IIoTset

1 5 10 15 20 30 50
Service Rule Number

1200

1300

1400

1500

1600

1700

1800

TC
P 

Ba
nd

w
id

th
 (

M
B/

s)

(y starts at 1124)

(b) TCP Throughput
CIC-IoT-2023
IoT-23
Edge-IIoTset

1 5 10 15 20 30 50
Service Rule Number

400

420

440

460

U
D

P 
Ba

nd
w

id
th

 (
M

B/
s)

(y starts at 384)

(c) UDP Throughput
CIC-IoT-2023
IoT-23
Edge-IIoTset

Fig. 10. Service Latency and Bandwidth vs. Service Complexity across Three IoT Datasets

0.65

2.65

4.65

6.65

8.65

10.65

12.65

14.65

0 500 1000 1500 2000

Q
u

e
ry

 E
xe

cu
ti

o
n

 t
im

e
 (

s)

Number of Buckets (Partitions)

SSP execution time

Total

Edge Execution

Fig. 11. SSP-Edge Query Time

DDoS Mirai Benign Other Recon
Attack Type

0

200

400

600

800

N
um

be
r 

of
 F

lo
w

s 
Pr

oc
es

se
d

Attack Type Coverage Across Datasets

CIC-IoT-2023
Edge-IIoTset
IoT-23

Fig. 12. Attack Type Coverage Across Three Datasets

passwords—matching packets are discarded. Mirai Botnet
Attack Defense: A compromised device (e.g., IP camera)
scans for vulnerabilities to spread malware and execute DDoS
attacks. Our defense adds a counter module for port scanning
detection and CheckLength for buffer overflow detection.

Attack Type Coverage: To demonstrate our testbed’s ca-
pability to handle diverse threats, we replay 1,000 labeled
flows per dataset (3,000 total) through the I2BOX. Figure 12
shows the attack types processed: Mirai botnet attacks (IoT-
23), DDoS floods (CIC-IoT-2023 and Edge-IIoTset), recon-
naissance scans, and benign traffic. The testbed successfully
deployed and applied security service modules for all attack
types without manual reconfiguration, validating the system’s
operational flexibility. Note that this evaluation demonstrates
the system architecture’s capability, not the accuracy of spe-

cific detection algorithms.

B. I2SEC System Performance

Warmup Time for New Devices: For new device discovery,
we evaluate the first packet delay of new services. The warm-
up time increases linearly with service count but remains under
1 second for time services, enabling rapid service setup for
multiple new devices.

Service Latency and Bandwidth: We evaluate service
performance across all three datasets using up to 50 service
rules. As shown in Figure 10, per-packet latency remains under
4.5 ms across all datasets. TCP throughput exceeds 1.2 GB/s
and UDP throughput stays above 390 MB/s even at 50 rules.
The consistent results across diverse traffic profiles confirm
our system’s robustness.

Service CPU Utilization: At maximum bandwidth with
50 service rules, CPU utilization reaches approximately 40
percent, limited by default Docker Container settings.

Performance Overhead with Oblivious Service Query:
Figure 11 shows query execution time decreasing as bucket
count increases, stabilizing around 4.5 seconds. The multi-
second latency is expected because the query involves en-
crypting device features at the edge, transmitting the encrypted
query to the SSP over the network, searching over a 20,000-
entry encrypted database, and decrypting results locally—all
performed on the resource-constrained Raspberry Pi. Crucially,
this query is a one-time operation during initial device on-
boarding; once services are retrieved, all subsequent security
processing occurs locally at line speed. The optimal bucket
number ranges from 40 to 100, balancing privacy granularity
and processing time.

C. I2SEC System Effectiveness

Service Delivery Time with Agility Design: Compared to
traditional IDS (SNORT and BRO) and IoT firmware patches,
our service warmup time is under 1 second, enabling rapid
response to new threats.

Rate of Classified Suspicious Flow: Figure 13 demon-
strates that pre-classification significantly reduces processing
requirements. Even devices without separated Data Streaming
protocols maintain low data rates (averaging 689 Bytes/s), well
within system capacity.
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X. DISCUSSION

Enterprise Deployment Relevance: Our edge agent ar-
chitecture aligns with real-world enterprise IoT deployments.
Organizations like Bosch Thermotechnology have adopted
edge computing (AWS IoT Greengrass) for connected de-
vices, achieving reduced time-to-market and operational over-
head [14]. Similarly, AWS IoT SiteWise Edge enables in-
dustrial deployments with local processing and offline op-
eration [17]. Our system complements these platforms by
addressing a critical gap: privacy-preserving security service
delivery. While commercial edge platforms excel at data
collection and basic processing, our insourcing model ensures
that security analytics occur locally without exposing device-
specific information to external SSPs, aligning with private
VPC isolation practices [15].

Encrypted Traffic: While payload encryption protects IoT
communications, it can challenge gateway systems. Our frame-
work supports both plain and encrypted protocols by main-
taining necessary encryption keys, similar to commercial edge
gateways like AWS IoT Greengrass [16].

Query Translator Placement: To minimize computational
overhead, we deploy the translator at the SSP side, assuming
a secured co-processor (e.g., Intel SGX). However, edge-side
translation is also viable, requiring SSP to push encrypted
metadata to the edge agent for local query translation.

Integration with LLM Agents: Our architecture estab-
lishes a path towards a local agentic harness by providing a
foundation for integrating LLM-powered security agents [33]
while maintaining privacy through local execution. The edge
agent isolation model prevents sensitive device data from
reaching cloud-based LLMs, addressing concerns raised by
IsolateGPT [46] regarding third-party application security in
agent-based systems.

XI. RELATED WORK

We organize related work into three categories: IoT secu-
rity frameworks, edge-based security solutions, and privacy-
preserving IoT approaches.

A. IoT Security Frameworks
Early IoT security efforts relied on cloud-based platforms.

Intel IoT Gateway [7], AWS IoT [1], and VMware liota [8]

integrate security within cloud infrastructure, but require redi-
recting device data off-site. IoTSec [48] and related SDN-
NFV proposals [40] deploy security functions in the cloud,
facing traffic volume and latency challenges. ContexIoT [31]
introduces context-based permissions but is limited to appi-
fied platforms. More recently, HorusEye [24] achieves real-
time IoT malicious traffic detection at 100 Gbps using pro-
grammable switches, while MCU-Token [47] enhances IoT
device authentication through hardware fingerprints resistant
to machine learning attacks. These advances improve detec-
tion and authentication but do not address privacy-preserving
service delivery at the edge.

B. Edge-Based Security Solutions
Several works explore security at the network edge. Mc-

Cormack et al. [34] propose trusted edge gateways using
micro-hypervisors for IoT protection. Nino et al. [39] re-
veal widespread firmware vulnerabilities in MCU-based de-
vices, motivating edge-based defenses. The outsourcing model
in [26] enables remote security management but struggles
to balance privacy with functionality. LLM-powered security
agents such as IDS-Agent [33] demonstrate autonomous in-
trusion detection on IoT traffic, while IsolateGPT [46] ad-
dresses agent isolation for secure deployment. Our work dif-
fers by combining edge-based service execution with privacy-
preserving service queries, enabling localized security without
exposing device information to external providers.

C. Privacy-Preserving IoT Approaches
Prior work addresses IoT privacy through smart meter

data quantification [44], context-aware access control [23],
and edge computing offloading [5]. Recent federated learning
approaches train models across distributed IoT devices without
centralizing data [38], but focus on model training rather than
real-time security service delivery. Our system uniquely com-
bines oblivious service queries that prevent SSP inference of
device information with local service execution at edge agents,
providing end-to-end privacy for both service acquisition and
enforcement.

XII. CONCLUSION

We have presented a novel insourcing model for IoT security
services that addresses critical privacy challenges in cur-
rent outsourcing approaches. Our solution successfully tack-
les three key challenges: privacy-preserving service requests
without information leakage to untrusted SSPs, agile security
service delivery for diverse IoT devices, and efficient handling
of large-scale IoT traffic monitoring. The broader implications
of our work extend beyond security services, as demonstrated
by recent IoT privacy breaches in consumer devices. Future
work will explore applying the insourcing model to general
IoT services and developing an online I2SEC store, similar to
contemporary app store architectures.
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